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Abstract 

Vehicle-to-everything networks rely on continuous communication 

among vehicles, roadside units, and cloud-based traffic services. 

However, abnormal network traffic caused by spoofing, denial-of-service, 

and message injection attacks can affect both communication reliability 

and driving safety. This study proposes an explainable ensemble-based 

intrusion detection framework for V2X network traffic using flow-level 

behavioral features. The proposed method combines CatBoost, Random 

Forest, and Histogram Gradient Boosting through a weighted voting 

strategy to improve detection stability under mixed attack scenarios. 

SHAP analysis is introduced to explain the contribution of packet-level 

and session-level features to each detection decision. Experiments are 

conducted on the VeReMi Extension dataset and a V2X traffic subset 

generated from CICIDS2017, containing 1.76 million labeled 

communication records in total. After preprocessing, 38 traffic features 

are selected, including packet rate, flow duration, message frequency, 

source-destination byte ratio, and TCP flag distribution. The proposed 

model achieves 98.16% accuracy, 97.42% F1-score, and 98.89% AUC, 

outperforming standalone CatBoost and Random Forest models by 

1.31% and 2.08% in F1-score, respectively. The false alarm rate is 

reduced from 3.84% to 2.17% compared with the best single-model 

baseline. SHAP results show that abnormal packet burst frequency, short 

flow duration, high destination port concentration, and asymmetric byte 

transfer are the most important indicators of malicious V2X traffic. The 

results demonstrate that explainable ensemble learning can improve both 

detection accuracy and decision transparency in vehicular 

communication security. 
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INTRODUCTION 

Vehicle-to-everything (V2X) communication has become a key component of connected and 

automated transportation systems. It enables continuous data exchange among vehicles, roadside 

units, pedestrians, and cloud-based traffic services, thereby supporting cooperative perception, 

traffic coordination, hazard warning, and near-real-time safety message dissemination [1,2]. With 

the increasing deployment of intelligent vehicles and roadside communication infrastructure, V2X 

networks are expected to improve road safety, traffic efficiency, and driving automation. However, 

the open, distributed, and highly dynamic nature of V2X communication also exposes vehicular 

networks to multiple cyber threats. Spoofing, denial-of-service, message injection, replay, and 

false data attacks may disrupt normal message exchange, mislead vehicle decision-making, and 

create safety risks in real traffic scenarios. Therefore, intrusion detection in V2X networks is not 

only a conventional cybersecurity problem but also a safety-critical requirement for intelligent 

transportation systems. Machine learning and deep learning methods have been widely 

investigated for vehicular network anomaly detection. Existing studies have used message 

behavior, packet statistics, timing patterns, and flow-level features to identify abnormal V2X 

communication activities [3,4]. Recent explainable anomaly detection research has also shown 

that ensemble learning combined with SHAP-based interpretation can provide useful evidence for 

understanding traffic anomalies in embedded security environments [5]. This direction is 

important because V2X intrusion detection models are expected not only to produce high detection 

accuracy but also to provide interpretable evidence that can support security analysis, incident 

response, and safety validation. In practical vehicular networks, however, anomaly detection 

remains challenging due to high vehicle mobility, short connection duration, frequent message 

exchange, unstable communication links, and rapidly changing network topology [6]. These 

characteristics make V2X traffic more dynamic than traffic in fixed enterprise or industrial 

networks. Traditional rule-based intrusion detection methods can identify some known attacks 

through predefined signatures, protocol rules, or fixed thresholds [7,8]. However, their 

effectiveness often decreases when attack patterns change, when traffic conditions vary across 

scenarios, or when abnormal behaviors appear in mixed or low-frequency forms. Deep learning 

models can capture complex nonlinear traffic patterns, but they usually require large training 

datasets, high computational resources, careful hyperparameter tuning, and stable deployment 

conditions [9,10]. Their decision-making process is also difficult to explain, which limits their 

practical use in safety-critical vehicular systems. For V2X security applications, a detection model 

should achieve strong classification performance, maintain a low false alarm rate, and provide 

interpretable outputs that can be understood by traffic security operators and system engineers. 

Ensemble learning offers a practical solution for V2X intrusion detection because it can integrate 

the advantages of multiple classifiers and reduce the instability of a single model [11,12]. CatBoost 

is effective in modeling complex feature interactions and handling structured tabular data. Random 

Forest can reduce variance through multiple decision trees and improve robustness against noisy 

features. Histogram Gradient Boosting provides efficient tree-based learning and can strengthen 

class separation in large-scale flow-level datasets [13,14]. A weighted voting strategy can further 

combine these models according to their detection strengths, allowing the final classifier to balance 

accuracy, robustness, and false alarm control. Recent intrusion detection studies have reported that 

ensemble models can perform well on structured network traffic data and can reduce false alarms 

compared with individual classifiers [15,16]. These advantages are particularly relevant to mixed 

V2X attack scenarios, such as spoofing with abnormal message frequency, denial-of-service with 

sudden packet bursts, injection attacks with unusual source-destination behavior, and replay 

attacks with inconsistent timing patterns [17,18]. Despite these advances, several limitations 
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remain in current V2X intrusion detection research. Many studies still emphasize overall accuracy 

while providing insufficient analysis of F1-score, AUC, false alarm rate, and attack-wise detection 

performance [19,20]. This may lead to an incomplete evaluation, especially when the dataset 

contains imbalanced classes or when some attacks are more difficult to distinguish from normal 

traffic [21,22]. In addition, model interpretability is often limited. For safety-related vehicular 

systems, a black-box detection result is not enough, because security analysts need to understand 

which packet-level, flow-level, or session-level features contribute to an alarm. Dataset limitations 

also affect the reliability of existing results. Public datasets such as VeReMi Extension and 

CICIDS2017 provide useful benchmarks, but they may not fully represent real road, vehicle-to-

roadside, and roadside-to-cloud communication conditions [23,24]. Some studies also rely on 

small subsets or limited attack types, which may weaken the generalizability of the reported 

results. To address these gaps, this study proposes an explainable ensemble-based intrusion 

detection framework for V2X network traffic using flow-level behavioral features. The framework 

integrates CatBoost, Random Forest, and Histogram Gradient Boosting through a weighted voting 

mechanism to improve detection accuracy, reduce false alarms, and enhance robustness across 

different attack patterns. SHAP analysis is introduced to explain the contribution of packet-level 

and session-level features, making the detection results more transparent and suitable for safety-

critical vehicular communication environments. The proposed framework is evaluated on VeReMi 

Extension and a V2X traffic subset generated from CICIDS2017, covering 1.76 million labeled 

communication records. The purpose of this study is to develop a detection approach that is not 

only accurate but also interpretable and operationally meaningful for V2X security. By combining 

ensemble classification with explainable AI, this research provides clearer evidence for identifying 

abnormal vehicular communication behavior and supports the development of more reliable 

intrusion detection mechanisms for connected and automated transportation systems. 

2.Materials and Methods 

2.1 Sample and Study Object Description 

This study used two V2X network traffic datasets: the VeReMi Extension dataset and a V2X traffic 

subset generated from CICIDS2017. The combined dataset contained 1.76 million labeled 

communication records. Each record represented one traffic flow among vehicles, roadside units, 

or cloud-based services. The datasets included normal traffic and several attack types, such as 

spoofing, denial-of-service, and message injection. To reflect practical V2X traffic conditions, the 

datasets were processed to retain flows with different sources, destinations, and protocol types. 

The study focused on abnormal V2X traffic detection based on flow-level behavior. The main aim 

was to test whether an ensemble model could detect malicious vehicular traffic and provide clear 

feature-level explanations. 

2.2 Experimental Design and Control Setting 

The experiment compared the proposed ensemble model with single-classifier baselines. The 

experimental group was the proposed weighted voting ensemble, which combined CatBoost, 

Random Forest, and Histogram Gradient Boosting. These classifiers were selected because they 

work well with structured flow features, reduce model variance, and improve class separation. The 

control group included standalone CatBoost, standalone Random Forest, and standalone 

Histogram Gradient Boosting models. All models used the same training data, testing data, and 

selected feature set. This setting ensured a fair comparison. The weighted voting method combined 

the predicted probabilities of the base models to produce the final result. This design improved 

detection stability under mixed V2X attack scenarios. 
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2.3 Measurement Methods and Quality Control 

Traffic records were checked before model training. Missing values, duplicate records, abnormal 

feature ranges, and inconsistent labels were identified. Invalid records were removed before 

feature extraction. Feature names were standardized to avoid preprocessing errors. Text labels 

were converted into numerical labels. Normal traffic was coded as 0, and attack traffic was coded 

according to the attack type. Feature distributions were checked to ensure data quality. Only flows 

that passed the initial filtering were used for model training and testing. Model performance was 

measured by accuracy, F1-score, macro-F1, AUC, and false positive rate. Macro-F1 was used to 

assess class-level balance. False positive rate was used to measure the proportion of normal flows 

incorrectly marked as attacks. All evaluations were performed on separate test data that were not 

used during model training. 

2.4 Data Processing and Model Formulas 

The raw traffic records were processed before model training. Invalid flows were removed first. 

Labels were then encoded into numerical form. After cleaning and feature selection, 38 features 

were retained, including packet rate, flow duration, message frequency, source-destination byte 

ratio, and TCP flag distribution. The proposed model used weighted voting to combine CatBoost, 

Random Forest, and Histogram Gradient Boosting. For a traffic flow xi, the final probability of 

class ccc was calculated as follows: 

P(c|xi)=
∑ wk

K
k=1 Pk(c|xi)

∑ wk
K
k=1

 

  

where K is the number of base classifiers, wk is the weight of the k-th classifier, and Pk(c|xi) is the 

probability given by the k-th classifier. The final label was assigned to the class with the highest 

weighted probability. Macro-F1 was calculated as follows: 

Macro-F1=
1

C
∑

2×Precisionc×Recallc

Precisionc+Recallc

C

c=1

 

where C is the number of classes, Precisionc is the precision of class c, and Recallc is the recall of 

class c. This metric was used to avoid overly high results caused by dominant normal traffic or 

frequent attack types. 

2.5 Explanation and Feature Contribution Analysis 

SHAP analysis was used to explain the trained ensemble model. Local SHAP values showed the 

effect of each feature on a single traffic-flow prediction. Global SHAP analysis ranked the overall 

importance of the selected features across the dataset. Packet burst frequency, flow duration, 

destination port concentration, and byte asymmetry were examined as key features because they 

are closely related to abnormal V2X traffic behavior. This step helped determine whether the 

model decisions were based on meaningful flow-level features. The explanation results also 

provided clearer support for vehicular network security analysis. Model performance, feature 

importance, and explanation consistency were assessed across all test flows to check stability and 

practical value. 

3.Results and Discussion 

3.1 Detection Performance Under Mixed V2X Attacks 

The proposed ensemble model demonstrated strong detection performance on the V2X traffic 

datasets. It achieved 98.16% accuracy, 97.42% F1-score, and 98.89% AUC. These results indicate 

that the model reliably distinguished normal communication from abnormal traffic across different 

attack types. Compared with standalone CatBoost and Random Forest models, F1-score improved 

by 1.31% and 2.08%, respectively. The false positive rate decreased from 3.84% to 2.17% relative 

to the best single-model baseline. Lower false alarms are important in V2X systems, as frequent 
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incorrect alerts can interfere with traffic monitoring and safety operations. The improvement is 

attributed to the weighted voting strategy, where CatBoost captured complex feature relations, 

Random Forest reduced variance, and Histogram Gradient Boosting improved class separation. 

Recent MDPI studies on VANET-based vehicle security also support the effectiveness of hybrid 

ensemble intrusion detection in improving both accuracy and false positive control [25,26]. The 

model comparison is shown in Fig. 1. 

 
Fig.1.Comparison of detection results between the proposed ensemble model and baseline models for V2X traffic. 

3.2 Comparison with Existing Vehicular Network Security Methods 

Compared with existing vehicular intrusion detection methods, the proposed framework offered a 

better balance between detection accuracy, false alarm rate, and interpretability. Many prior studies 

focused on message-level misbehavior detection, such as false position or CAN bus anomalies. 

These methods are effective for specific attack types but may miss broader traffic-level anomalies. 

V2X attacks can influence packet rate, flow duration, byte transfer, message frequency, and TCP 

flag usage. The proposed model used 38 flow-level features to capture these variations, allowing 

detection of mixed attack patterns in a unified framework. This approach is consistent with recent 

findings showing that ensemble learning improves detection stability when traffic patterns vary 

across sources and attack types [27,28]. Compared with deep learning-based approaches, the 

model requires fewer training steps and provides clearer feature-level explanations, which is 

critical for practical V2X security systems. 

3.3 SHAP-Based Feature Interpretation 

SHAP analysis identified abnormal packet burst frequency, short flow duration, high destination 

port concentration, and asymmetric byte transfer as the most important indicators of malicious 

V2X traffic. Packet burst frequency reflects rapid injection or flooding, short flow duration 

indicates repeated probing or short malicious sessions, high destination port concentration suggests 

targeting of specific services, and asymmetric byte transfer shows one-sided communication. 

These findings indicate that the model decisions were based on meaningful traffic behavior rather 

than statistical artifacts. Local and global SHAP analyses allowed feature importance comparison 

across flows and ensured that explanation did not require access to raw traffic. Recent studies have 

confirmed that SHAP can provide effective feature-level interpretation for vehicular intrusion 

detection [29,30].  The global feature ranking is shown in Fig. 2. 
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Fig.2.SHAP ranking of important flow-level features for explaining V2X attack detection. 

 

3.4 Practical Implications and Limitations 

The results demonstrate that the proposed framework is practical for V2X network security. It 

combines high detection accuracy, reduced false alarms, and interpretable feature-level 

explanations. This is critical because intrusion alerts in V2X systems may influence road safety 

warnings, roadside monitoring, and traffic management decisions. SHAP analysis provides 

analysts with clear insight into which traffic features contributed to each alarm. However, the study 

has limitations. Experiments were based on public datasets and a simulated V2X subset, which 

may not fully reflect real traffic conditions, including vehicle density, wireless channel variability, 

and roadside infrastructure [31]. The model focuses on flow-level behavior and does not 

incorporate message semantics or vehicle mobility. Evaluations were conducted offline. Future 

work should validate the framework on live V2X traffic, include more attack types, and test model 

stability under changing traffic and network conditions. 

4.Conclusion 

This study proposed an explainable ensemble model for V2X network intrusion detection using 

flow-level behavior features. The model combined CatBoost, Random Forest, and Histogram 

Gradient Boosting through weighted voting. This design improved detection stability under mixed 

attack conditions. The model achieved 98.16% accuracy, 97.42% F1-score, and 98.89% AUC. It 

also reduced the false alarm rate to 2.17%, showing better performance than single classifiers. 

SHAP analysis showed that packet burst frequency, short flow duration, high destination port 

concentration, and asymmetric byte transfer were the main indicators of malicious traffic. These 

results provide clear evidence for security monitoring. The main value of this study is that it 

combines accurate detection, low false alarms, and clear feature-level explanation in one 

framework. The proposed method can be used in connected vehicles, roadside units, and traffic 

management systems where both detection performance and interpretability are important. 

However, this study was limited to offline tests on public datasets. These datasets may not fully 

represent real V2X traffic conditions. Future work should test the model on real-time vehicular 

networks, include more attack types, and examine its stability under changing traffic and 

communication conditions. 
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